Online piracy bills explained

JIM ABRAMS -- Associated Press

WASHINGTON – Online piracy costs U.S. copyright owners and producers billions of dollars every year, but legislation in Congress to block foreign Internet thieves and swindlers has met strong resistance from high-tech companies, spotlighted by Wikipedia’s protest blackout Wednesday, warning of a threat to Internet freedom.

Here are some of the questions being raised about the bills being considered:

Q. Why is legislation needed?
A. There’s no argument that more needs to be done to protect artists, innovators and industries from copyright thieves and shield consumers from products sold on the Internet that are fake, faulty and unsafe. Creative America, a coalition of Hollywood studios, networks and unions, says content theft costs U.S. workers $5.5 billion a year. The pharmaceutical industry loses billions to Internet sellers of drugs that are falsely advertised and may be harmful.

Q. What is Congress trying to accomplish?
A. The two main bills are the Protect Intellectual Property Act, or PIPA, in the Senate, and the similar Stop Online Piracy Act, or SOPA, in the House. There are already laws on the books to combat domestic websites trafficking in counterfeit or pirated goods, but little to counter foreign violators.

The bills would allow the Justice Department and copyright holders to seek court orders against foreign websites accused of perpetrating or facilitating copyright infringement.

While there is little the United States can do to take down those websites, the bills would bar online advertising networks and payment facilitators such as credit card companies and PayPal from doing business with an alleged violator. It also would forbid search engines from linking to such sites.

1. The original bills would have let copyright holders and Internet service providers block access to pirate websites. Critics and Internet engineers complained that would allow copyright holders to interfere in the behind-the-scenes system that seamlessly directs computer users to websites. They said that causing deliberate failures in the lookup system to prevent visits to pirate websites could more easily allow hackers to trick users into inadvertently visiting websites that could infect their computers.

The White House also took issue with that approach, saying “We must avoid creating new cybersecurity risks or disrupting the underlying architecture of the Internet.”

Responding to the critics, House Judiciary Committee Chairman Lamar Smith, R-Texas, said he is taking the blocking measure out of his bill. Senate Judiciary Committee Chairman Patrick Leahy, D-Vt., also is reworking his bill to address those cybersecurity issues.

Q. What are other concerns with the bills?
2. Critics say they would constrain free speech, curtail innovation and discourage new digital distribution methods. 

3. NetCoalition, a group of leading Internet and technology companies, says they could be forced to pre-screen all user comments, pictures and videos – effectively killing social media. 
4. Search engines, Internet service providers and social networks could be forced shut down websites linked to any type of pirated content.

In addition, critics contend that young, developing businesses and smaller websites could be saddled with expensive litigation costs. And, they contend that existing rights holders could impede new investment in the technology sector.
The White House said it would “not support any legislation that reduces freedom of expression ... or undermines the dynamic, innovative global Internet.”

Leahy responded that there is nothing in the legislation that would require websites, Internet service providers, search engines, ad networks, payment processors or others to monitor their networks. He said his bill protects third parties from liability that may arise from actions to comply with a court order.

Michael O’Leary, a senior vice president at the Motion Picture Association of America, a key supporter of the legislation, said his industry is built upon a vibrant First Amendment.

“We would never support any legislation that would limit this fundamental American right,” he said. Neither PIPA nor SOPA “implicate free expression but focus solely on illegal conduct, which is not free speech.”

Q. Who supports the bills?
A. The most visible supporters are entertainment-related groups such as the MPAA and the National Music Publishers’ Association. But the bills also enjoy support from the pharmaceutical industry, which is trying to shut down illegal online drug operations, and electronic and auto industries concerned about people going online to buy counterfeit parts that may be substandard. The U.S. Chamber of Commerce and several law enforcement groups also back the legislation.

Q. Who are the opponents?
A. In addition to Wikipedia, many major Internet and technology companies, including Google, Yahoo, Amazon.com and eBay, are part of the NetCoalition group opposing the bills. Disparate political groups such as the liberal Democracy for America and the conservative Heritage Action have also voiced concerns about censorship.

Q. What is the status of the bills?
A. The Senate, as its first major business when it returns to session next Tuesday, is to vote on whether to take up the bill.

In the House, Smith said his panel would resume deliberations on SOPA in February. 

Meanwhile, Rep. Darrell Issa, R-Calif., and Sen. Ron Wyden, D-Ore., are pushing an alternative to SOPA and PIPA that would make the International Trade Commission, which already is in charge of patent infringements, responsible for taking steps to prevent money and advertising from going to rogue sites.

Issa formally introduced his bill Wednesday, saying the Internet blackout had “underscored the flawed approach taken by SOPA and PIPA” and his bill was “a smarter way to protect taxpayers’ rights while protecting the Internet.”
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Region's legislators react to piracy debate

Elizabeth Skrapits – Published: January 19, 2012

As debate increased Wednesday in Washington over the Senate's Protect Intellectual Property Act, or PIPA, and the House's related Stop Online Privacy Act, or SOPA, Northeastern Pennsylvania's federal lawmakers were asked to weigh in on the controversial bills.

"Piracy of intellectual property is a legitimate concern that should be addressed. However, the PROTECT IP Act and the Stop Internet Piracy Act are flawed, and I cannot support them in their current form," said U.S. Sen. Pat Toomey, R-Pa. "I look forward to working with my Senate colleagues on this issue and finding a better legislative approach for tackling online piracy."

The office of U.S. Sen. Bob Casey, D-Pa., released a statement: "Sen. Casey has heard from a number of his constituents on the issue and looks forward to a full debate on the legislation. His goal is to fight to protect law-abiding citizens while stopping criminals who are hurting Pennsylvania companies and workers."

U.S. Rep. Tim Holden, D-Pottsville, withdrew his co-sponsorship of the SOPA bill on Wednesday with a promise to work to find a solution to protect not only intellectual property but also the "openness and innovation of the Internet."

In a statement, Holden, a former sheriff, said SOPA was originally brought to him as a law enforcement bill.

"At its core, the bill's intent to eliminate theft by foreign websites protects the intellectual property of American manufacturers of all spheres," he stated. "However, the possible unintended consequences, such as stifling innovation and limiting free speech on the Internet, have come to the forefront of the debate. An open Internet requires that we find a better approach that is acceptable to all sides."

U.S. Rep. Tom Marino, R-Lycoming Township, also a SOPA co-sponsor, will issue a statement Thursday, spokeswoman Renita Fennick said.

The office of U.S. Rep. Lou Barletta, R-Hazleton, did not respond to requests for comment.
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tech talk: Internet bills give gov’t too much power, would waste time and money tech talk 
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IN AN UNPRECEDENTED move, on Wednesday nearly 10,000 websites across the Internet, including such notable giants as Wikipedia, Mozilla and Google, either turned off the lights (made the sites unavailable for as long as 24 hours) or made public announcements in protest of the Stop Online Piracy Act and the PROTECT IP Act.

They intend to demonstrate that an Internet operating under SOPA and PIPA guidelines could be easily censored and controlled by the government.

SOPA and PIPA are bills that have been introduced into the House and Senate, respectively, that are intended to fight copyright infringement and protect intellectual property. The bills give the Department of Justice the ability to obtain court orders against websites and force Internet service providers and others to suspend or eliminate their accounts. In theory, this would be utilized to shut down websites that were peddling copyrighted (pirated) content and counterfeit drugs.

So what’s the problem?

The bills effectively give the government the power to shut down or censor content from international sites that it doesn’t like, which many feel is a direct violation of the First Amendment. They also have the potential to create a “slippery slope” of precedent wherein the government could censor or shut down any site. The actual wording of the bills is so general and unspecific that some argue they undermine the security features built into every web browser, not to mention the Internet itself, it could be used to curtail normal Internet operations, and could even impact internal networks of corporations.

The Chinese government regularly censors websites that it doesn’t care for – a practice that regularly generates an uproar, in some cases from the same people that are speaking out in support of these bills.

In my opinion, the measures (as measures written by lawmakers with more zeal than expertise are wont to be) are rather hamfisted and vague when you take into consideration the intent.

Websites with “contraband” content can simply reopen under a new name until they can be shut down again, meaning that a huge amount of time and money will have been wasted on procedure, and in the end nothing will have been accomplished.

This approach could be likened to the Prohibition movement of the 1920s. They’ll just drive once-legal activity underground, spawn newer, more effective ways of hiding illicit activities and make things more difficult for everyone.

Don’t get me wrong: The law is hopelessly out of date when it comes to protecting both individuals and entities on the Internet. Reform is needed. 

But perhaps the ideas for how to implement that reform should originate from the business leaders and technologists who understand how these things work, as opposed to legislators that were in their 40s when the Internet was invented.

Nick DeLorenzo is director of interactive and new media for The Times Leader. E-mail him at ndelorenzo@timesleader.com.
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